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Networking and Database Connectivity in Shortcuts Version 7

This document is intended to serve as a basic primer to networking, and provides step-by-step
instructions on how to setup and configure a network environment for use by Shortcuts.

R/

% Due to networking limitations in Windows Home operating systems, using Windows Home as a Shortcuts
network server will cause installation difficulties when attempting to install network clients. For this reason we
do not support and strongly recommend using Windows XP Pro, Vista Business or Windows 7 Pro as the
operating system for your Shortcuts server (and for all machines in your network, if possible).

Installing a Shortcuts Network

During the installation of a networked client machine, Shortcuts uses the login information
provided by the user when they logged on to Windows to gain administrative access to the
database server. It needs to do this in order to create the SQL Server account that will be used
when operating the program, described later.

Windows has two common network/security configurations:

e The most common configuration at POS sites will be workgroup-based networking. All
computers in a workgroup join the workgroup simply by specifying the name of the
workgroup in the Computer Name tab of System Properties (right-click on My Computer,
select Properties)

e The simplest to use, but most complicated to set up, is a domain-based network. In a
domain, usernames and passwords are maintained centrally and can be used on any
machine that is part of the domain. In a domain-based network, the user account used to
install the client terminals must have administrator privileges on the server machine.

< Ifaclientis using a domain environment, they will need their System Administrator to configure the network

and troubleshoot any installation issues. If Shortcuts is required to configure this environment, there may be
charges involved.

All machines must be able to communicate with each other via Windows Explorer and DOS ping;
that is, each computer must be visible to any other computer on the shortcuts server in Windows
Explorer, and each computer must be able to ping any other computer on the server via DOS.

For installation purposes, being on the network is not sufficient for a client machine to gain access
to SQL Server on the server machine. For a client installation to succeed on a workgroup-based
network, the following conditions must be met:

e All machines must belong in the same workgroup (see “Changing a Computer Name” for
more information)

e All machines must have the Windows Firewall turned on (see “Activating Windows
Firewall” for more information)

e The client machine Windows user account used to log in to the client must have a non-
empty password (see “Setting a Windows User Account Password” for more information)

e The client machine user account must be of the Administrator account type

e The Windows user account and password used on the client machine must be added to the
server machine with the Administrator account type (see “Adding a User Account to the
Administrator Group” on for more information)

If you are running Windows XP Pro, also check the following:

e Simple File Sharing must be switched off on all machines.

*,

«» The Shortcuts installer will do the above step for you automatically.
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e The Guest account must be disabled on both server and client PCs.

Network Setup Checklist

Use the following checklist to determine if you have completed all the steps necessary to get your

network setup for Shortcuts:

Step 1: Change the computer names (i.e. main system scserver). See page 2.

Step 2: Activate the Windows Firewall. See page 3.

Step 3: Set up the same user accounts on all computers (i.e. Shortcuts) See page 4.
Step 4: Set up a password for all user accounts. See page 4.

Step 5: Give all Shortcuts users Administrator rights. See page 5.

Step 6:

Step 7: Network Sharing. See page 6.

Step 8: Setting up a static IP address. See page 9.

Changing a Computer Name

Disable the Guest Account. See page 6.

NN N

To change a Computer or Workgroup name, use the following procedure:

1. Onyour Windows Desktop, right-click on the My Computer or Computer icon and select the
Properties option from the popup menu that appears.

2. Look under the heading “Computer name” to find out the computer’s current name. We
recommend naming the Shortcuts main computer (server) “SCServer”.

3. To change the computer name or workgroup, click on the Change Settings link. The System

Properties window will appear.

Windows edition
Control Panel Home
Windows 7 Professional
";‘ Device Manager
@) Remote settings
) System protection

# Advanced system settings

System
Rating:

Processor:
Installed memory (RAM):
System type:

Pen and Touch:

Computer name:
Full computer name:

Action Center Computer description:

Windows Update Workgroup:

Confidential

Copyright @ 2009 Microsoft Corporation. All rights reserved.

Get more features with a new edition of W ndows 7

Computer name, domain, and workgroup setiings

COMPUTERL

-'__’I_:. Windo vs Experience Index

Pentium(R) D sal-Core CPU  E5300 @ 2.60GHz 2.60 GHz
2.00 GB (1.87 3B usable)

32-bit Operat ng System

lenowvo.

No Pen or To ich Input is available for this Display

Support Information

COMPUTERL

WORKGROUF
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4. Click on the Change button. The Computer Name/Domain Changes window will appear.

r T
System Properties =

Computer Name | Hardware | Advanced | System Protection | Remote |

[ L Windows uses the following information to identify your computer
S onthe network.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer".

Full computer name: SERVER

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network ID. Network ID...

To rename this computer or change its domain o
workgroup, click Change.

5. Rename the computers accordingly (i.e. name the main computer “SCServer” and the client
computers “clientl”, “client2”, “client3” etc.) Ensure that the Workgroup name is consistent
on every single computer.

' ™
Computer Mame/Domain Changes @

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

4
f m
\\ SCSERVER

ull computer name:

SCSERVER

Member of

() Domain:

@ Workaroup: H
WORKGROUP |

| oK || Cancel |

6. Once you have renamed all the computers, click the OK button. The computer(s) will require a
re-boot to finalise the name change(s).

Activating Windows Firewall

Windows Firewall must be turned on for each machine connected to the Shortcuts network. To
turn on Windows Firewall on a Windows machine, perform the following steps:

1. Click on the Start button in the taskbar and select Control Panel. The Control Panel window
will appear.

2. Double-click on the Windows Firewall icon. The Windows Firewall window will appear.
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@ Windows Firewall Settings @
General | Exceptions | Advanced

J ) Windows Firewall is helping to protect your computer |

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

‘a) @ On (recommended)
This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.
[ Block all incoming connections
Select this option when you connect to less secure networks. All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

‘g/ () Off (not recommended)
Avoid using this setting. Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these settings

e In Windows XP - Click to select the On (recommended) option.
e In Windows Vista — Click the Change Settings button.

e |In Windows 7 — Click the Turn Windows Firewall on or off button.

Setting a Windows User Account Password

In order for the network setup to work, the user account on the client machine must have a non-
empty password (that is, they must have a password set on their account).

7

+» The above user account must also be setup on the server, and must be a part of the Admin group.
To set a Windows user account password on a Windows machine, perform the following steps:

1. Onyour Windows Desktop, right-click on the My Computer or Computer icon and select the
Manage option from the popup menu that appears. The Computer Management application
screen will appear.

‘g‘ Computer Management

File Action View Help
x| 2B XRE =]
. (Eomputer Management (Local) Name Full Name Description
o U‘! System Tot:]ls !§1Administrator Built-in account for administering...
@ Task Sc. eoiifer !*i Guest Built-in account for guest access t...
e e
b 2] Shared Folders SetPissword
4 & Local Users and Groups
1 Users All Tasks »
| Groups
b @ Reliability and Performance Delete
i Device Manager Rename
s
4 =3 Storage =
=% Disk Management REpeties
- _:1 . - . .
> Dz Services and Applications Help

2. Click on the ‘4’ symbol next to the Local Users and Groups option to expand it.
3. Select the Users folder. A list of user accounts will appear in the right-hand screen.
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4.

Right-click on the relevant username and select the Set Password option from the popup

menu that appears.

If you see a security warning window appear, click Proceed to continue

Type in the new password into the New Password and Confirm Password fields, then click OK
to continue. The user account’s password will be changed.

Adding a User Account to the Administrator Group

A user account on the Shortcuts network must be a member of the Administrator group. To check
if your Windows user account is part of the Administrator group, perform the following steps:

1.

On your Windows Desktop, right-click on the My Computer or Computer icon and select the
Manage option from the popup menu that appears. The Computer Management application

screen will appear.

Click on the ‘+’ symbol next to the Local Users and Groups option to expand it.

Select the Groups folder. A list of groups will appear in the right-hand screen.

A Computer Management

File Action View Help

s 2l

4 ff} System Tools
(P Task Scheduler
§2] Event Viewer
22| Shared Folders

| Users
~| Groups

&% Device Manager
4 %3 Storage
=2 Disk Management

A& Computer Management (Local

4 $ Local Users and Groups

@ Reliability and Performz

= Services and Applications

&% Backup Operators

& Cryptographic Operat...
& Distributed COM Users
& Event Log Readers

& Guests

& 1S_1USRS

&% Network Configuratio...
& Performance Log Users
;E‘ Performance Monitor ...
& Power Users

¥ Remote Desktop Users
& Replicator

& Users

¥ Debugger Users

Description

Administrators have complete and unrestricted acce...

Backup Operators can override security restrictions f...

Members are authorized to perform cryptographic o...
Members are allowed to launch, activate and use Dis...

Members of this group can read event logs from loc...
Guests have the same access as members of the Use...
Built-in group used by Internet Information Services.

Members in this group can have some administrativ...

Members of this group may schedule logging of per...

Members of this group can access performance cou...

Power Users are included for backwards compatibilit...

Members in this group are granted the right to logo...
Supports file replication in a domain

Users are prevented from making accidental or inten...

Debugger Users are non administrators who are allo...

4. Double-click on the Administrators group. The Administrators Properties window will appear.

5. If your user account can be found in the list, then you are a member of the Administrators
group.
Administrators Properties @lﬁ
General |
} Administrators
P
Description: Administrators have complete and unrestricted access
to the computer/domain
| Members:
& Administrator
& shorteuts
) (e f;aﬁlieiéiéi32"'5&?&2‘123"&5325
user logs on.
Cancel Apply Help
If your user account is not a member of the Administrators group, you can add your account to
the group by performing the additional following steps:
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6. Inthe Administrators Properties window, click on the Add button. The Select Users, Computers
or Groups window will appear.

7. Type in your user name into the Enter object names to be selected field, then click the Check
Names button. You should see your user account appear in the field.

8. Click OK to continue. Your user account will be added to the Administrator group.

Disabling the Guest Account

You must disable the Guest account on a Shortcuts network. This prevents access by unauthorised
users. To check if the Guest account is disabled, perform the following steps:

1. On your Windows Desktop, right-click on the My Computer or Computer icon and select the
Manage option from the popup menu that appears. The Computer Management application
screen will appear.

-
A" Computer Management

[ File i Actioniis View:s Helpims
e nEAXE = HE

& Computer Management (Locall| Name Full Name Description
4 {f} System Tools
@ Task Scheduler
{8] Event Viewer

?; Administrator Built-in account for administering...

¥ Guest Built-in account for guest access t...

A
w) Shared Folders Bt Shoticuts

4 A- Local Users and Groups! Guest Properties li‘égl
Users ==
Groups General | Member Of | Profile
@ Reliability and Performé||
&34 Device Manager * Guest

&35 Storage

=¢ Disk Management

j:, Services and Applications Full name: |

Description: Built4in account for guest access to the
ccomputer/domain

V| User cannot change password
V| Password never expires
V| Account is disabled

2. Click on the ‘4’ symbol next to the Local Users and Groups option to expand it.
3. Select the Users folder. A list of user accounts will appear in the right-hand screen.

If the Guest account has a red cross on it, it has been disabled. If the Guest account has not
been disabled, you can disable it by performing the additional following steps:

4. Double-click on the Guest user account. The Guest Properties window will appear.

5. Place atick in the Account is disabled option, then click the OK button. The Guest account will
now be disabled.

Turn on Network Sharing Options

Windows XP Pro Users - Switching off Simple File Sharing

Each machine connected to the Shortcuts network must have Simple File Sharing switched off. To
switch off Simple File Sharing on a machine, perform the following steps:

1. Onyour Windows Desktop, right-click on the My Computer icon and select the Explore option
from the popup menu that appears. The Windows Explorer screen will appear.

2. Click on the Tools menu and select the Folder Options option. The Folder Options window will
appear.
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Folder Options

| General| Wi | File Types | Dffline Files |

Folder wiews

= “ou can apply the wiew [such as Details or Tiles] that
you are uzsing for thig folder to all folders.

[Appl_l,l to All Folders ] [ Reset All Folders

Advanced settings:

] Launch folder windows in a separate process
| Managing pairs of Web pages and folders
(®) Show and manage the pair as a single file
(O) Show both parts and manage them individualy
(O) Show bath parts but manage as a single file
Remember each folder's view settings
] Restore previous folder windows at logon
[ Show Control Panel in by Computer
Show encrppted or compressed MTFS files in color
Show pop-up description for folder and desktop items
[ Use simple file sharing (Recommended)

>

153

Restore Defaults

[ ak. ][ Cancel ] Apply

3. Click to select the View tab. In the Advanced Settings section, ensure that the Use simple file
sharing (recommended) option is unticked. You may need to scroll down to see this option.
The machine is now set not to use Simple File Sharing.

Vista Business Users — Network and File Sharing

1. Click on the Windows Start button, then click on Control Panel (or Settings then Control
Panel). The Control Panel window will appear.

2. Click on the Network and Sharing Centre. The Network and Sharing Center window will

appear.

(=l ]

@Uv1 ¥ » Control Panel » Network and Sharing Center

- I",‘ ‘ Search

ol

File Edit View Tools Help

Public folder sharing
Printer sharing
Password protected sharing

Media sharing

Tasks
View computers and devices ,k‘ - L_ “
Connect to a network ¢ } — & - —x—
Set up a connection or network (Thisssz\r/::uter) Unicentinedineori
Manage network connections
Diagnose and repair K4 Unidentified network (Public network)

Access Limited Connectivity

Connection Loopback Adapter

(2 Sharing and Discovery

Network discovery © On

File sharing © On

© On (password required)
© On (password required)
© On

© Off

Show me all the files and folders I am sharing

Show me all the shared network folders on this computer

View full map

b

Internet

Customize

View status

m

3. Make sure all Sharing options are turned on.
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Windows 7 Pro — Network and File Sharing

1. Click on the Windows Start button, then click on Control Panel (or Settings then Control

Panel). The Control Panel window will appear.

2. Click on the Network and Sharing Centre. The Network and Sharing Center window will
appear.

3. Make sure all Sharing options are turned on.

4. Click on the Change Advanced Sharing Settings option. The Change sharing options for
different network profiles window will appear.

5. Make sure all the below settings are changed:
e Turn on network discovery

e Turn on file and printer sharing

e Turn on sharing to anyone with network access can read and write files in the Public

folders

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Home or Work A)
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

@ Turn on network discovery

*) Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn on file and printer sharing
~) Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

@ Turn on sharing so anyone with network access can read and write files in the Public folders
*) Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Media streaming is off.
Choose media streaming options...

File sharing connections

Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't

[ ‘&‘Savechanges H Cancel

6. Click the Save Changes button.
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Setting Up a Static IP Address

A static IP address is a number that is assigned to a computer(s) to be its permanent address on
the Internet. Computers use IP addresses to locate and talk to each other, much the same way
people use phone numbers to locate and talk to one another on the telephone.

Windows XP Pro

1.

*,
*

Click on the Windows Start button, then click on Control Panel. The Control Panel window will
appear.

Click on Network Connections. The Network Connections window will appear.

Click on Local Area Connection. It will become highlighted.

*s Network Connections

File Edit ‘iew Faworites Tools Advanced Help

Back - ) ﬁ -.-\J Search Faolders -
g_) [ Fa L E

Address |t}, Metwork Connections

Tvpe Status
Network Tasks

[&] create anew
conneckion

€ Change Windows
Firewall setkings

& Disable this network.
device

% Repair this connection

Em Renarme this connection

LAMN or High-Speed Inter... Connected
LAM or High-Speed Inter... Mot connected

¥irtual Private Network

Shartcuts Software Wirtual Private Metwork Connected

conneckion

“hange settings of this
conneckion

Click on Change settings of this connection. The Local Area Connection Properties window will
appear.

Double-click on the Internet Protocol (TCP/IP) option. The Internet Protocol (TCP/IP)
Properties window will appear.

- Local Area Connection Properties

General | Advanced

Connect using:

E& |ntel(R) PROA000 PL Metwark Conn

Thiz connection uzes the following ikerns:

.@ File and Frinter Sharing for Microsoft Metworks *

=) 05 Packet Scheduler

Internet Protocol [TCP/F) -
b’

< | =

Dezcription

You will need to setup each computer with a different IP address. If you have an internet
connection, the gateway address and primary DNS server address is your modem’s IP address.
To find out these values, in the DOS prompt type the command “ipconfig”, and copy the default gateway

address. Each computer MUST have a different IP address. i.e. 10.0.0.2 then 10.0.0.3, 10.0.0.4 etc. The Subnet
mask, Default gateway and DNS server addresses remain identical.

Confidential Page 9 of 12



WM SHORTCUTS
... Salon & Spa Software

Internet Protocol (TCP/IP) Properties E| E|

General

Wou can get IP zettings aszsigned automatically if your netwaork, supports
thiz capability. Othenwize, you need to ask pour network. administrator for
the apprapriate IP settings.

(O Obtain an IP address automatically

(%) Use the fallowing |P address;
IP address: @

Subret mask: 265 0266 0256 . 0

Drefault gateway: m. 0.0 .18

(%) Uze the fallawing DNS server addresses:
Preferred DMS server: o . 0.0 .138

Alternate OMS server

[ Ok H Catcel ]

7. Click the OK button.
Vista Business and Windows 7 Pro

1. Click on the Windows Start button, then click on Control Panel (or Settings then Control
Panel). The Control Panel window will appear.

2. Click on the Network and Sharing Centre. The Network and Sharing Center window will
appear.

3. Click on Change adapter settings (in Vista, this is called Manage Network Connections).

Control Panel Home

View your basic network information and set up connections

Change adapter setting [ ) See full map
ange adapter settings ;& % (.
d d shari e
AL COMPUTERI Internet

settings (This computer)

View your active networks Connect to a network
You are currently not connected to any networks.

4. Double-click on Local Area Connection. The Local Area Connection Properties window will
appear.

5. Double-click on Internet Protocol Version 4 (TCP/IPv4). The Internet Protocol Version 4
(TCP/1Pv4) Properties window will appear.
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g e — —=yen
o toco Aves ComnectionProperes b
Networking »

Connect using:
‘ ¥ Realtek PCle GBE Famiy Controller

This connection uses the following items:

% Client for Microsoft Networks

4B (305 Packet Scheduler

,Q File and Printer Sharing for Microsoft Networks

-&. Intemet Protocol Version 6 (TCP/IPv6)

B Itemet Protocol Version 4 (TCP/IPv4) |

4. Link-Layer Topology Discovery Mapper /O Driver
«a. Link-Layer Topology Discovery Responder

Install... i Uninstall ] i Properties
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

6. You will need to setup each computer with a different IP address. If you have an internet
connection, the gateway address and primary DNS server address is your modem’s IP address.

*» To find out these values, in the DOS prompt type the command “ipconfig”, and copy the default gateway

address. Each computer MUST have a different IP address. i.e. 10.0.0.2 then 10.0.0.3, 10.0.0.4 etc. The Subnet
mask, Default gateway and DNS server addresses remain identical.

General

V N P R e A ey o 0 o Fw-ﬂ
Internet Protocol Version 4 (TCP/IPv4) Properties )

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

<0 .0 .138

Preferred DNS server:

Alternate DNS server:

validate settings upon exit

7. Click the OK button.
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General Information

Point of Sale

During installation, Shortcuts utilises Windows Security permissions. Once installation has been
completed, SQL Server security becomes the primary mechanism by which Shortcuts POS accesses
the database. The user account generated for the terminal during installation has its username
and encrypted password stored in the registry, which Shortcuts uses when accessing the database.

The generated account is given a random username based on the terminal, and a randomised
password. It should never be necessary for a user or support person to use these credentials.

Although this SQL Server account has access to data that may not be available to all users, the
Shortcuts Point of Sale security framework uses its own access control to restrict data access.

Because data access during regular operation is independent of the Windows credentials provided
for logon, the Point of Sale can be run day-to-day within a non-administrative account. This
provides enormous security benefits and should be the standard environmental setup.

Running Auxiliary Applications outside Shortcuts POS

When the Backup, Restore and Support applications are run outside of the POS application (i.e.
from the Start menu) they cannot use the login framework and access control provided by the
POS. In this case Windows authentication is used, and so the conditions required for installation
are necessary for these applications to run.

Administering the Database

The MSDE instance installed by the POS installer has both Windows and SQL Server security
enabled; however, the SA account is by default given a randomised strong password that is not
recorded. Administrative access to the database is only possible from a Windows account with
administrative privileges on the server machine.
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